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Algorithm 1 ¥ (HEVAE

Require: JHE m, HSREH v, HFARY sk
Ensure: {FH] © f15c% 7

: pk <~ DERIVEPUBLIC(sk)

hi < HASH(m/||pk|| TIMESTAMP())

addryyer, < UNSPENDABLEADDRESS(Ay,)

T <— CREATETRANSACTION(sk, v, addryyrp, hm)
o < SIGN(sk, T||m)

7 (1,0,m,v, pk)

return w,T

AR TR R e 1

AARENE: KIEE addrpy, WS BAEMTCELT, FOVZHIE b — AR TR
G A IR A MK

ME—E: A RSO A R — R . TR TR R

FTBEETE : (LA —J7 B AT I AR X e A AR S 5 R IR AR A 2 4 2 R B TEZAIE I

4.2 BMEBSZHRIFM

CashWeb H{ ] 3L TN M2 e B4 B o B S0 SR (sk, pk) AR, WNEER
FH P4 JRpR iR AT
4.2.1 BipiEst

BBt LA WA m] 5 EH AR 55 R 48 A -



Algorithm 2 S/l
Require: FH):] /‘EHXT (Sk pk) EPZKH&%%%i‘&ﬁt addrrelay’ Bﬁﬂﬂ’%“'} Ureg
Ensure: Bt 0 NEHANIRST & 2%
. metadata < {“relay” : addrciqy, ‘timestamp” : Now()}
(Treg, Treg) < POP.COMMIT(sk, metadata, vyeg)
record < (pk, metadata, Tyeg)
for each keyserver k; € K do
SEND(record, k;)
end for
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Require: SRR N (Skold7pkold) . TR (Sknewapknew) R vror
Ensure: B35O3R
. rotation_msg < (pkod, Pknew, NOW())
Oold < SIGN(skoq, Totation_msg)
Onew < SIGN(8kpew, rotation__msgq)
(Trots Trot) < POP.COMMIT (skpew, rotation__msg, vyet)
update (pkolda Pknew, Oold; Onews 77‘7"01‘/)
for each keyserver k; € K do
SEND (update, k;)
end for
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Require: #2724 phreco » THENE content, FEEH Umsg
Ensure: JH & #5808 2 H07T R 48R 554

. (Pksenders Sksender) < GETUSERKEYS()

relayrecy  KEYSERVERLOOKUP (pkyecy)

kshared — ECDH(Sksendervpk"recv)

MSGencrypted < ENCRYPT(Kghared, content)

message <— (pksendera pkrecvy MSYGencrypted TIMESTAMP())
(Tmsgs Tmsg) < POP.COMMIT(sksender, message, Vmsg)
delivery_req < (message, Tmsq)
HTTPPosT(delivery_req, relayrecy)
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Require: JHEHIEK delivery req = (message, Tmsg)
Ensure: {HE#H2 sifE 4
. (message, Tpsg) < delivery req
(pksendera pkrecva MSJencrypteds tzmeStamp) < message
if POP.VERIFY(7s9, message) # 1 then
return “CHE4: SCAFIEMITCRL
end if
if BURNAMOUNT(Tjnsg) < Umin then
return “CHE4E: FHBRERHAL”
end if
STOREMESSAGE(message, Tmsg)
return “CREZ7

—_
=

4.4 BRI BROAG-ITRAS

1T B A L T 25 S FERE P B W I T B BB A
WFTAEHEE, THEIEY S AR .
EX 4 (FEBITH). ZAITARX—AZLA (u,tj,ry), RFB P w Bt P H9REE rp 3THEH
tjo

Algorithm 6 FHHE) #

Require: T HIFRIRAF topic_id, JHEMNZ content, FHEREHN Vbroadeast

Ensure: JHE T3 & £ A 0T

. (Pksenders Sksender) < GETUSERKEYS()

topic_msg < (pksender, topic_id, content, TIMESTAMP())

(Trbroadcastv 7_broadcast> — POP~COMMIT(3ksender; topic_msg, vbroadcast)

broadcast_req < (topic_msg, Throadcast)

for each relay server r; € R do
SENDTORELAYIFSUBSCRIBERS(broadcast__req, topic__id, r;)

end for
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Require: F@HEES M = {my,ma,...,my} RXIREHBER {v1,v2,. .., ve}
Ensure: CHEEILEZAIHES0E T

1. priority__queue < EMPTYQUEUE()

2: for each message m; € M do

3 priority; < f(v;), HH f BT KA
4:  INSERT(priority queue, m;, priority;)
5: end for
6
7
8
9

: while NOTEMPTY (priority _queue) and BANDWIDTHAVAILABLE() do
Mpext < POPMAX (priority__queue)
DELIVERMESSAGE(Mypext)

: end while
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SIS SR ] 40001 T e A REFE RS A (0 < 80 B0 FIZEPIRAS o J2
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6.2 FXNEMINEENEFLEN
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I 16 (BB TR AT EINE). *F T 5 4R i G RBMMELA vepam~ RAMRES Douccess 19 EF
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Uspam * Psuccess
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THAERMRRIE. WARFIFATRE TEIERTL . HEBAC A EXIEE BT I REAS
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KFRo RAGHRM N REAFIEE KEH 0y, EARREDT VTP kIR 55645 50U 81 I 55 &0 T S 7
AT o e B B 5 P 4 1 ORI ) e R I 28 el LMl S A B B S Y BE A4 AL R A T o X2
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W BEAMMOMEE S A FF % k> log(1/6)/log(1)f) Bz EMT B ARA 0.

W XALFE B B DURIE (EAR4E BFT 183% [Lamport et all, |1982] T, f < 1/3 # & s S0t
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ZHARBBIEIR . B2 oA XEHM S B4 BFT iR A5 NE A 6942 E 0 3E—3F F
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AR S-S G IE Y AAY B, I T I TR (EMARE) T2, 2 R kRMEL
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7.1 HUGHBRBRXSED

CashWeb f#i | Protocol Buffers Google [2015] {450 IEEF7I4t, ffH RESTful HTTP
B T ZiE S . FEIHEM R
SiER

message IdentityRegistration {

bytes public_key = 1;

string relay_address = 2;

Proof0fPayment proof 3;
int64 timestamp = 4;
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message EncryptedMessage {
bytes sender_key = 1;
bytes recipient_key = 2;
bytes encrypted_content = 3;
Proof0OfPayment burn_proof = 4;
int64 timestamp = 5;

SZATIERR:

message ProofOfPayment {
bytes transaction_id = 1;
bytes signature = 2;
uint64 burn_amount = 3;

bytes commitment_data = 4;

}
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R 454 -
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o THIEIRE HYAT B A
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REEE: o EE iR APT FEhRIR S5 85 2 T . TR GE I E MRS Per i
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T [E3) FE P B 25 P S A0 PRI 22 4 (9 [R] BN i s 3 Th i BRI 2 2%
B EBUERE & I A AR DU R 2R SE B S A A Bt -

o HEMES (KM EENESHBR)
o BTRA (HFANE BRI RS H8EH)
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7.4 SIMBEMIRIEAIENR

O AT S PG ARG
FLFHEREM X : CashWeb J1 2 T AL ER N4 O A 1) W0 DR AR 555 15 0 M 1 AR B A A7 4
Web &R : JavaScript il WebSocket %25 CashWeb £ Web [ FFR 7 H A0 B8
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8 BIMERSIEHEST
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FEREET RSN . CUFE H S IBRIEH AR 2R A i R

8.2 LKWk
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