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Tém tit noi dung

Ching t6i trinh bay CashWeb, mot bo giao thitc toan dién tich hgp cac cd ché kinh té
dura trén tién ma hoa véi ha tang nhin tin lien két nhim cho phép giao tiép chéng thu rac ma
khong can kiém duyst tap trung. Giao thitc sit dung mot co ché chong thu rac “dot-dé-néi”
(burn-to-speak) médi la, trong d6 ngudi giii dinh kém cac khoan thanh toén tién ma hoa
nhd c6 thé xac minh bing mat ma hoc ma khong yéu cau bén trung gian tin cay. Ching
toi cung cip dic ta hinh thitc cho ba thanh phan c6t 16i: (1) giao thitc Bing chiing Thanh
toan (POP) lien két gid tri trén chudi v6i hanh dong ngoai chudi, (2) nhan tin lien két véi
quén 1y danh tinh biing mat ma hoc, vd (3) he thong xuat ban-dang ky cho phét séng theo
chti dé. Phan tich kinh té cho thay co ché dét tao ra sy ran de t6i wu chéng thu rac trong
khi vAn duy tri khd nang tiép can cho giao tiép hgp le. Kién trtic hé théng tan dung céc
tieu chuan web da dugc thiét lap (HTTP/2, WebSockets) va cic nguyén t6 mat ma hoc dé
cho phép tich hgp lién mach v6i ha tang hién c6. Phan tich 1y thuyét cho thiy giao thiic
dat duge kha ning chéng thu rac véi chi phi tang theo dudi tuyén tinh theo quy mo mang,
trong khi trién khai thiyc nghiém ching minh tinh kha thi thuc té cho céc ing dung nhin
tin thai gian thyec.

1 Gidi thiéu
1.1 Van dé tap trung héa

Su phét trién clia cac giao thitc truyén thong internet boc 16 mot mau thudn co ban gitta phi
tap trung va kha nang st dung. Cac hé thong ban dau nhu Usenet 7?7, SMTP ?? va XMPP 77
dudc thiét ké nhu cac mang lién két cho phép giao tiép ngang hang ma khong c¢6 cd quan trung
uwong. Tuy nhién, cau tric chi phi bat déi xing von cé trong cac giao thitc ndy—mnoi chi phi
xit 1§ tin nh&n do ngudi nhan chiu trong khi chi phi gii gan nhu khong dang ké—da tao ra
cac dong co kinh té cho hanh vi lam dung, cudi ciing day ngudi diing vé phia cac nén tang tap
trung.

Dén nam 2020, mic do tap trung ctia ha tang truyén thong da dat mic chua ting c6: Google,
Apple va Microsoft cong lai kiém soat 85% thi phan ing dung email ?, trong khi Facebook bao
céo hon 2 ty ngusi dung va Gmail phuc vu 1,5 ty tai khoan hoat dong 7. Su tap trung nay, du
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mang lai tién 1oi cho ngusi dung, da dua vao céc rii ro hé théng bao gom kiém duyét, gidm sat

va cac diém that bai don 1é lam t6n hai dén tam nhin ban dau vé giao tiép internet phan tan.

1.2 Co ché kinh té chéng thu rac

Théch thic can ban trong cac hé thong nhan tin phi tap trung 1a ngan chin thu rdc ma khong
c6 bo loc tap trung. Cac phuong phap truyén thong dua vao chi phi tinh toan (Hashcash ?)
ho#c cac hé thong danh tiéng yéu cau xac minh danh tinh lién tuc. Mic du cac co ché nay cung
cip mot s6 bao ve, ching c¢6 nhitng han ché dang ké: bang ching cong viéc tinh toan md rong
kém vé6i kha ning ting téc phan cing hién dai, vi cac hé théong danh tiéng tao ra rao can gia
nhap cho ngudi dung mdi trong khi van dé bi tan cong Sybil.

St xuat hién clia cdc mang tién méa hoéa, dac biet 1a Bitcoin ?, cho phép mot phuong phap
méi: co ché bang chitng thanh toan kinh té noi tinh xac thie clia tin nhin duge xac minh thong
qua biang chitng mat ma hoc vé viéc pha hiy gia tri thay vi cong viéc tinh toan. Phuong phap
nay, ban dau dugce Finney ? dé xuat 1a “Bing chiing Cong viec C6 thé Tai sit dung” (Reusable
Proof of Work), hién c6 thé dugc trién khai ma khong can bén trung gian tin cay bang cach st

dung cdc mang tién ma hoéa phi tap trung.

1.3 Doéng gop

Bai b4o nay trinh bay CashWeb, mot bo giao thitc toan dién gidi quyét van dé tap trung hoa
thong qua ba déng gbp chinh:

1. Giao thitc Bing chitng Thanh toan Hinh thiic: Ching t6i dic t4 mot giao thitc mat
mé hoc hoan chinh dé lien két cac giao dich tién ma hoa trén chudi véi cac hanh dong
nhin tin ngoai chudi, cho phép céc co ché chéng thu rac cé thé xdc minh ma khong can

bén tin cay.

2. Thiét ké Ha tang Lién két: Ching toi trinh bay mot kién tric c6 kha ning md rong
két hop may chii khéa dé quan 1y danh tinh va mAy chii chuyén tiép dé dinh tuyén tin
nhén, dugc thiét ké dé hd trg khéi lugng giao dich can thiét cho viec ap dung rong rai
trong khi van duy tri tinh phi tap trung.

3. Phan tich Bao mat Kinh té&: Ching t6i cung cap phan tich Iy thuyét chiing minh ring
céac cd ché ty le d6t phit hgp dat duge syt danh ddi t6i wu giita ngin chin thu rac va kha
nang tiép can cta ngudi ding hop 1¢, v6i cac gidi han hinh thic vé chi phi tan cong va

xac suat thanh cong.

Giao thitc dugc thiét ké dé trién khai trén mang tién ma héa Lotus ?, mot chudi Bing chitng
Cong viéc (Proof-of-Work) véi hd trg gbc cho cdc dau ra OP_RETURN mang gia tri va chinh sach
tién té thich tng dude dic ta trong ?. Lotus hién dang hoat dong; CashWeb cung cap giao thiic
16p ting dung hoan thanh ngan xép kinh té. Giao thiic tan dung cac tiéu chuan web da dugc
thiét lap va duy tri tuong thich véi ha tang internet hién c6. Kinh nghiém trién khai véi mang
xa hoi Stamp cung cap sy x4dc nhan ban dau cho phuong phap cot 16i.

Bai béo nay la bai thit ba trong mot chudi bai. 7 thiét 1ap nén tang 1y thuyét: trong bat ky

hé théng dong thuan khong can phép ndo, chi tiéu bdo mat can bang duge neo vao gia tri rii



ro k¥ vong, va Bing chiing Cong viéec (PoW) duy nhét lam cho chi tieu nay c6 thé doc duge
vé mat giao thitc thong qua tin hiéu cong viec dudc tiét 1o dbi khang. ? phat trién cac ham y
chinh sach tién té, diac td mot co ché hai vong khong can oracle stt dung tin hiéu cong viec PoW
cho phat thai dusi thich tng v d6t-dé-néi nhu mot bé hap thu cung noi sinh. Bai bao hién tai
dic td day du co ché dét-dé-noi nhu mot giao thiic nhén tin lien két. Do do6, ddt-dé-néi phuc
v vai tro kép trén toan ngin xép: ngan chin thu rac § 16p ting dung va quan ly cung tién té

noi sinh & 16p giao thic.

1.4 T6 chitc bai bao

Phan ?? xem xét cic cong trinh lién quan trong co ché chéng thu rac va nhin tin lién két.
Phan ?? thiét 1ap mo hinh hé théng va cac gid dinh vé mdi de doa. Phan ?? cung cap cac dac
ta hinh thic clia cac giao thitc c6t 16i. Phan ?? phan tich cac thuoc tinh kinh té va ddm bao
chéng thu rac. Phan 77 xem xét cac thuoc tinh bdo mat va kha nang choéng tan cong. Phan 77
théo luan céc can nhic trién khai thyc té. Phan ?? trinh bay két qui danh gia 1y thuyét va

thuc nghiém.

2 Neén tang va Céng trinh lién quan
2.1 Co ché kinh té chéng thu rac

Viéc stt dung céc khuyén khich kinh té dé ngin chan thu rac cé lich stt phong pht trong nghién
cttu hé théng phan tin. Dwork va Naor ? lan dau tién dé xuat yéu cau bang chiing cong viéc
tinh toan cho viéc giti email, dugc trién khai trong Hashcash ? thong qua cac bai toan tién anh
bam SHA-256. Mac dut vé ly thuyét 1a hop 1y, cAc phuong phap tinh toan c6 mot s6 han ché
thiyc té: (1) chi phi tinh todn thay doi dang ké trén cac phan cting khac nhau, tao ra sy bat
cong, (2) cac ASIC hién dai v kha nang tang toc GPU c6 thé gidi cAc bai toan nhanh hon
phan ciing ngudi dung thong thuong hang bac dai lugng, va (3) mitc do kho t6i wu doi héi dicu
chinh lién tuc khi khé nang tinh toan phat trién.

Laurie va Clayton ? dé xuat cac hé thong bang chitng cong viéc st dung cdc ham tiéu tén
bo nhé dé giam lgi thé phan ciing, nhung cac phuong phap nay van doi héi tieu hao nang lugng
dang ké va tao ra rao can cho céc thiét bi bi han ché tai nguyen. Cac phuong phap thay thé
dita trén danh tiéng ? yéu cau cac hé thong danh tinh lién tuc mau thudn véi muc tiéu bao mat

va tao ra rao can gia nhap cao cho ngusi dung mdi hgp 1é.

2.2 Kiém soat truy cap dua trén tién ma héa

Sy xudt hién ctia cAc mang tién ma héa cé thé lap trinh cho phép cac co ché kinh té tinh vi
hon. Miller va cong su ? dé xuat stt dung Bitcoin cho cic khoan thanh toan vi mo an danh,
nhung phuong phap ciia ho yéu cau cac giao thitc tuong tac khong thé md rong cho cac tng
dung nhan tin. Cac nghién cttu gan day vé kénh thanh toan 7 va kénh trang thai ? cung cap
cic co ché thanh toan vi mo do tré thap, nhung yéu cau cac kénh dude tai trg trude tao ra rdo

can kha niang st dung.



Phuong phép ctia ching t6i khac biet bing cach st dung pha hiy gia tri khong thé khoi
phuc (“d6t™) thay vi chuyén gia tri, loai bé nhu cau ha tang thanh toan ctia ngusi nhan trong

khi vAn duy tri cdc dong co kinh té manh mé chéng lai lam dung.

2.3 Hé théng nhan tin lién két

Cac kién trtac nhan tin lién két can bang Igi ich ctia phi tap trung véi yéu cau kha ning mé
rong thyce té. XMPP ? ching minh tinh kha thi cia nhan tin thoi gian thuye lien két, nhung
thiéu céc co ché ngan chan thu rac kinh té. Matrix ? cung cap nhan tin lién két hien dai véi
ma hoéa dau cudi dén dau cudi, nhung diya vao cac nha cung cap danh tinh tap trung va thiéu
cic co ché chéng thu rac ngoai gidi han toc do.

Cac hé thong nhan tin dya trén blockchain gan day bao gom Status ? va Session ?, cung
cap quan ly danh tinh phi tap trung nhung khong gidi quyét cac van dé khuyén khich kinh té
thic ddy tap trung hoa. Phuong phéap ciia ching to6i tich hop céc co ché kinh té truc tiép vao
thiét ké giao thic dé gidi quyét nhitng su khong phit hgp khuyén khich can ban nay.

3 M5 hinh hé théng va Kién tric

3.1 CAc thanh vién mang
Mang CashWeb bao gom bén loai thanh vién:

Dinh nghia 1 (Céac thanh vién mang). Dat U = {ui,ue,...,u,} la tap hop nguoi ding,
R = {ri,re,...,mm} la tap hop mdy chi chuyén tiép, K = {k1, ko, ..., k¢} la tap hop mdy chi
khéa, va T = {t1,ta,...,tp} la tap hop cdc chi dé zuat bin-dang ky.

Ngudi dung (u; € U): Cac thanh vién cudi gii vA nhan tin nhin. Mdi ngudi dung kiém
soat mot vi tién ma héa va c6 thé tao ra cac bang ching thanh toan mat ma hoc. Ngudi ding
tuong tac v6i mang thong qua phan mém client quan 1y tai lieu khéa va cac giao dich thanh
toan.

May chii chuyén tiép (r; € R): Cac may chii lien két luu trit va chuyén tiép cac tin nhin
duge ma héa thay mat cho ngudi diing. May chii chuyén tiép xac minh bing chitng thanh toan
truéc khi chap nhan tin nhan, cung cap 16p phong thi thu rac dau tién. Ho khong c6 quyén
truy cap vao noi dung tin nhin do ma hoéa dau cudi dén dau cudi.

May chii khéa (k; € K): Cac may chii phan tan duy tri so ding ky toan cau vé khoéa cong
khai ctia ngudi dung va siéu dit liéu lién quan. May cht khéa cho phép ngusi dung kham pha
cac may chti chuyén tiép va thiét lap cac kenh lién lac an toan ma khong can lién lac trude.

Chi dé (t; € T): Cac kénh duge dit tén trong he thdng xuit ban-ding ky cho phép truyén
thong phat song. Céc chit dé 1a phi tap trung—bat ky nguoi diing nao ciing c¢6 thé tao chii dé
va bat ky may chi chuyén tiép nao ciing ¢ thé truyén ba tin nhin chi dé dua trén danh séch

ngudi dang ky.

3.2 M5 hinh mbi de doa

Chung t6i xem xét moi truong dbi nghich Byzantine noi céc thanh vién c6 thé tuy ¥ lech khoi

cac dic ta giao thitc. Mo hinh mbi de doa ciia ching to6i bao gom:



Ké tan cong thu rac: Cac dbi thi c6 ging giii khoi lugng 16n tin nhin khong mong mubn
dé pha vé giao tiép hoac lang phi tai nguyén mang. Ching t6i gia dinh ké tan cong cé tai nguyén
tinh toan va tai chinh dang ké nhung c6 han.

Ké tan cong Sybil: Cac déi thii tao ra nhiéu danh tinh gid dé khuéch dai ning lyc gii tin
nhan hodc thao ting cac hé thdong danh tiéng.

Ké tan cong ha tang mang: Cac d6i thii kidm soat may chti chuyén tiép hoac méy chii
khoa va c6 thé c¢b gang kiém duyet, phan tich luu lugng, hodic tan cong tit chdi dich vu.

Ké tan cong kinh té: Cac dbi thi cb ging thao ting céc co ché kinh té, bao gom céc cudc
tan cong tai ché phi noi ké tan cong thu hdi quy da dét thong qua kiém soat khai thac hodc
trinh xac thuec.

Chuing t6i gia dinh mang tién ma héa co ban (vi du: Bitcoin, Lotus) cung cap cac ddm béo
bédo mat tieu chuan bao gom tinh bat bién ciia giao dich va kha nang chéng tan cong chi tieu

kép. Chiing t6i khong xem xét cac cudc tan cong vao chinh mang tién ma hoa.

3.3 Cac nguyén tic thiét ké

Thiét ké giao thitc tuan thii mot s6 nguyén tiac chinh:

Bao mat kinh té: Bio vé chéng thu rac nén xuét phat tir cac dong co kinh té thay vi rao
can tinh toan hodc kiém duyét tap trung, ddm bao ring cac cudc tan cong tréd nén cuc ky tén
kém trong khi viéc st dung hgp 1é vAn c6 thé chi tra dudc.

Bao mat theo thiét ké: Noi dung tin nhan va moé hinh truyén thong nén duge giit rieng
tu déi véi cac bén thit ba, bao gom ca cac nha cung cap ha tang mang.

Kha nang md rong lién két: Hé thong nén hd trg viec ap dung & quy mo toan cau thong
qua kién tric lien két trong khi vAn duy tri cidc thudc tinh phi tap trung.

Tuong thich ngudc: Giao thitc nén tich hgp v6i ha tang internet hién c6 va cac khung

phat trién dé giadm thiéu rao can ap dung.

4 Pac ta giao thic cot 16i
4.1 Giao thitc Bang chitng Thanh toan (POP)

Giao thitc Bang chiing Thanh toan cho phép xdc minh mat ma hoc ring mot lugng tién ma hoéa
cu thé da bi dét (pha hiiy vinh vién) lien quan dén mot hanh dong ngoai chudi cu thé. Khong
gibng nhu céc hé théng thanh toan truyén thong chuyén gia tri gitta cac bén, giao thic POP
tao ra bang ching c6 thé xac minh vé viéc phéa hity gia tri khong thé khoi phuc hoiic chi tieu

kép.

Dinh nghia 2 (Giao thiic Bang ching Thanh toan). Giao thitc POP la mét bo ba (SETUP, COMMIT, VERIFY)

trong do:
e SETUP(1Y) — pp: Tao cic tham s6 cong khai cho tham s6 bdo mat .

o CoMMIT(sk,m,v) — (m,7): Vdi khéa bi mat sk, tin nhin m va gid trj v, zuat ra bang

chiing ™ va giao dich T.



e VERIFY(7,T,m,v) = {0,1}: Xdc minh rang giao dich T dot gid tri v va duogc lien két bing

mat ma hoc vdi tin nhan m.

4.1.1 Xay dung dau ra khong thé tieu
Trude khi dac ta thuat toan, ching toi dinh nghia nguyén t6 cot 16i:

Dinh nghia 3 (Dia chi khong thé tieu / Dau ra OP_RETURN). Cho mot gid tri cam két
32 byte h,,, UNSPENDABLEADDRESS(h,,) biéu thi tap lénh dau ra OP_RETURN {(h,,). Mot dau
ra giao dich cé gid tri v dudc gii dén tap lénh nay bi phd hiy coé thé zdc minh: (i) cdic dau ra
OP_RETURN khong hop lé vé mat dong thudn nhu cdc dav vao chi tiéu, do dé khong bén nao cé
thé xdy dung mot giao dich chi tiéu hop 1¢; (ii) cdc nit tuan thi ddnh ddu cdc dav ra nhu vay
la mién UTXO, loai bé vinh vién gid tri khéi luu thong. Mot tdi trong bam SHA-256 32 byte
phit hgp trong gidi han di liéu OP_RETURN 80 byte, dé lgi chdé cho truong dinh danh giao thitc
va phién ban 4 byte.

Mang Lotus, muc tiéu trién khai dy dinh ctia CashWeb, hd trg céc dau ra OP_RETURN c6
gia tri khac khong theo quy tic dong thuan, lam cho cach trén l1a cach xay dung chinh. Doi
v6i cac chudi cam cac dau ra OP_RETURN c6 gia tri khac khong (chinh sach Bitcoin tiéu chuan),
mot cach xay dung thay thé gii v dén dia chi P2PKH(HASH160(0x0000. . .00|/A:,)): mot dia
chi P2PKH hgp lé vé mat ct phap ma khong c¢6 khéa riéng tu nao ton tai (vi tim tién anh cia
HASH160 1a khong kha thi vé mit tinh toan). Didu nay cung cap tinh khong theé tieu xac suat
thay vi tinh khong thé tieu dugce thyc thi bing dong thuan ctia cach xay dung chinh.

4.1.2 Xay dung

Cach xay dung giao thitc POP ciia chiing t6i tan dung cac dau ra OP_ RETURN trong cac giao
dich kiéu Bitcoin dé nhtng dit lieu cam két trong khi ddm bao pha hity quy:

Algorithm 1 Xay dyng Bang ching Thanh toan
Require: Tin nhin m, lugng dét v, khéa bi mat ngusi dung sk
Ensure: Bing ching 7 va giao dich 7
1: pk <— DERIVEPUBLIC(sk)
2: hp, < HAsH(m||pk||TIMESTAMP())
3: addryyyn < UNSPENDABLEADDRESS(hy,)
4: 7 < CREATETRANSACTION(sk, v, addryyrn, hm,)
5
6
7

: 0 < SIGN(sk, T|m)
: < (1,0,m,v, pk)
: return w, T

Cach xay dung ddm bio mot s6 thudc tinh quan trong:

Khoéng thé khéi phuc: Quy gii dén addry,,, khong thé tieu duge ching minh béi vi dia
chi duge dan xuat tit mot ham bam khong c6 tién anh da biét.

Tinh duy nhét: Mbi cip tin nhin-thanh toan tao ra mot cam két duy nhat khong thé tai
sit dung cho cac tin nhan khéac.

Kha ning xac minh: Bat ky bén nio ciing c6 thé xac minh bing chitng bing cach kiém

tra giao dich trén blockchain va xac nhan cac chit ky mat méa hoc.



4.2 Quan ly danh tinh va Dang ky khoéa

Nguai dung trong CashWeb duy tri cac danh tinh bi danh dya trén mat ma hoc khéa cong khai.
Madi danh tinh bao gom mot cip khoa (sk,pk) trong d6 khoa cong khai phuc vu nhu 1a dinh
danh toan cau ctia ngudi ding.

4.2.1 Dang ky danh tinh

Cac danh tinh méi duge dang ky v6i mang may cha khéa thong qua giao thic sau:

Algorithm 2 Dang ky danh tinh
Require: Cap khoéa ngusi dung (sk, pk), dia chi may chi chuyén tiép addr,eiqy, phi déng ky

Ureg

Ensure: Ban ghi danh tinh trong mang méy chi khoa
metadata < {“relay” : addryeiqy, “timestamp” : Now()}
(Treg, Treg) < POP.COMMIT(sk, metadata, vyeg)
record < (pk, metadata, myeq)
for each keyserver k; € K do

SEND(record, k;)
end for

4.2.2 Xoay khéa va Khoi phuc

Giao thiic hd trg xoay khéa dé cho phép khoi phuc tit viec khéa bi xam pham hoac méat. Nguoi
diing c6 thé ding ky trudc cac khéa khoi phuc hodc st dung dan xuét khoa xac dinh phan cap

dé xoay lién mach:

Algorithm 3 Xoay khoéa
Require: Cép khéa hién tai (skoyq, Pkoid), cidp khéa méi (sknew, Pknew), Phi x0ay Vo
Ensure: Ban ghi danh tinh dugc cap nhat
rotation _msg < (pkoid, Pknew, NOW())
Oold < SIGN(skyq, rotation _msg)
Onew < SIGN(Skpew, rotation _msg)
(Trot, Trot) <— POP.COMMIT(Skpew, rotation _msg, vyot)
update < (Pkold7 Pknew, Oolds Onews 7T?“ot)
for each keyserver k; € K do
SEND (update, k;)
end for

4.3 Nhan tin lién két v6i D6t-dé-Gii

Giao thitc nhan tin c6t 16i tich hop giao tiép tin nhin mat ma hoc v6i bdo vé chdng thu rac
kinh té. Cac tin nhin dugc ma héa dau cudi dén dau cudi va bao gom biang chitng thanh toan
dé chitng minh cam két clia ngudi gui.

4.3.1 XAc minh va luu tri tin nhin

May chii chuyén tiép xac minh cac tin nhin dén trude khi luu trit:



Algorithm 4 Giao thic gti tin nhin

Require: Khéa cong khai ngudi nhan pkyecy, n0i dung tin nhan content, lugng dodt vy,
Ensure: Tin nhin dudc giao dén may chii chuyén tiép ciia ngusi nhan

(pksenders Sksender) < GETUSERKEYS()

relayrecy  KEYSERVERLOOKUP(pkyecy)

kshar@d — ECDH(Sksendehpkrecv)

MSGencrypted < ENCRYPT(Kghared, content)

message <— (pksendera pkrecva MSGencrypteds TIMESTAMP())

(Tmsg> Tmsg) <= POP.COMMIT(8ksender, MESSAGE, Upnsg)

delivery _req < (message, Tmsg)

HTTPPosT(delivery req, relayrecy)

Algorithm 5 Xac minh tin nhin bdi may cht chuyén tiép

Require: Yéu cau giao tin nhén delivery req = (message, Tmsg)
Ensure: Tin nhin dugde chap nhan hoic tit choi
(message, Tmsq) < delivery _req
(pksendera kaecva MSGencrypted; timGStamp) < message
if POP.VERIFY(7sq, message) # 1 then
return “Bi tir chdi: Bang chitng thanh toan khong hop 1&”
end if
if BURNAMOUNT(Tys9) < Upnin, then
return “Bi tit chéi: Lugng dot khong dn”
end if
STOREMESSAGE(message, Tm.g)
return “Dugc chap nhan”

._.
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4.4 Xuéit ban-Dang ky véi D6t-dé-Phat séng

He théng xuat ban-dang ky md rong giao thiic nhin tin dé hd trg phat séng theo chi dé. Ngudi
diing c6 thé dang ky cac chi dé va nhan tat ca cac tin nhin dude dang lén cac chi dé do, véi
mitc do wu tién ciia tin nhin duge xac dinh bédi lugng dot.

Dinh nghia 4 (Dang ky cha dé). Mot ding ky chi dé la mot b ba (ui,tj, ) chi ra rang nguoi
dung u; dang ky chi dé t; thong qua mdy chi chuyén tiép ry,.

Algorithm 6 Phat séng tin nhan chi dé
Require: Dinh danh chi dé topic_id, noi dung tin nhan content, lugng ddt vpreadeast
Ensure: Tin nhan dugc phan phéi dén tat ca nguoi dang ky chu dé
(Pksenders Sksender) < GETUSERKEYS()
topic_msg < (pksender, topic_id, content, TIMESTAMP())
(Wbroadcastu Tbroadcast) < POP‘COMMIT(Sksendera topic_msg, Ubroadcast)
broadcast _req < (topic_msg, Tyroadcast)
for each relay server r; € R do
SENDTORELAYIFSUBSCRIBERS (broadcast _req, topic_id,r;)
end for

Co ché phat séng bao gom sap xép uu tién tin nhan va gidi han tdc do dya trén lugng dot:

Algorithm 7 Uu tién héa tin nhan chi dé

Require: Tap hop tin nhan chtt dé M = {mq,ma,...,my} vé6i lugng dot {vy,ve, ..., vx}
Ensure: Lich giao tin nhan dugc uu tién

1. priority _queue < EMPTYQUEUE()

2: for each message m; € M do

3:  priority; < f(v;) trong d6 f la ham tang don diéu
4:  INSERT(priority _queue, m;, priority;)

5: end for
6
7
8
9

: while NOTEMPTY (priority queue) and BANDWIDTHAVAILABLE() do
Mpext < POPMAX(priority _queue)
DELIVERMESSAGE(Mpext)

: end while

5 Phan tich kinh té va Thudc tinh chéng thu rac

5.1 Kinh té hoc ty 1&é d6t va Phan tich can bing

Hiéu qué ctia co ché dét-dé-néi phu thuoc vao viec thiét lap cac t¥ le dét lam cho cac cudc tin
cong thu rac khong kha thi vé mat kinh té trong khi van bao ton kha nang tiép can cho ngusi
dung hgp lé. Ching t6i mo6 hinh héa diéu nay nhu mot van dé can bang ly thuyét tro choi, theo
khung ng#n chan t6i wu ctia Becker (?), duge md rong sang moi trudng phi tap trung noi viec

thite thi dude thye hién thong qua bang ching mat ma hoc vé pha hiy gia tri.

Dinh nghia 5 (Chi phi tin cong thu rdc). Doi vdi ké tan cong co giang gii N tin nhdn thu rdc

vdi lugng dét B mdi tin nhdn, tong chi phi tan cong la:

Cattack(Na B) =N-B+ Coperational(N)



trong do Coperational(N) dai dién cho chi phi tinh todn va ha tang.

Dinh nghia 6 (Lgi ich nguoi dung hop 18). Lgi ich clia nguoi dung hop ¢ khi giti mot tin nhan
vdi luong dot B la:
Ulegit(B) = ‘/communication - B - Cfm'ction(B)

trong do Veommunication 1@ gid tri thu dugc t giao tiép tin nhan thanh cong va Clricrion(B) dai
dién cho chi phi khd nang s@ dung.

Ty le d6t t6i vu B* t6i da hoa viec ap dung ciia ngudi diing hop 1é trong khi gidm thiéu kha
ning ton tai ctia thu rac. Dé thu dude dang cé thé xit Iy dudce, ching toi dic ta cac dang ham:

Dinh nghia 7 (Ham phic lgi xa hoi). Dinh nghia:

W(B) = Up— aB — 22,
B

trong do Uy > 0 la gid tri trén moi tin nhdn doi véi nguoi dung hop lé dai dién, o > 0 la chi phi

bién ctia ho vé viéc dot, D > 0 la thiét hai xd@ hoi trén moi tin nhdn thu rdic, va o > 0 la khoi

lwgng thu rdac & chi phi dot don vi. S6 hang aB ndm bdat sy gidm thdang du ngudi dung hop lé

twr viec dot cao hon; s6 hang Do /B ndm bit tong thiét hai thu rdc, gidm theo 1/B theo kinh té

hoc ké gii thu rac hop ly (ké gii thu rac can bang doanh thu thu rdc bién vdi chi phi dot bién).

Theo dic ta nay, ty lé dot t6i wu la:

N
@
can bang ngan chin v6i kha nang tiép can & dang déng. Thiét hai xa hoi thu rac D cao hon
hodc xu huéng thu rac o cao hon doi héi B* cao hon; chi phi bién ngudi dung hgp 1é o thap
hon ciing lam tang B*.

Dinh ly 8 (Ty le dot t6i wu). Ty lé dot toi wu B* théa man:
0 |~ .
87B Z Ulzegit(B) — Q- E[Nspam(B)] =0
=1

trong dé o dai dién cho chi phi @ hoi ctia thu rdc va E[Nspam(B)] la so luong ky vong cia tin
nhdn thu réc & tij le dot B.

Chaing minh. Ton tgi. Khi B — 0, thu rac khong bi rang buoc va W (B) — —oco. Khi B — oo,
ngudi ding hgp 1é bi loai bo vé gia va W(B) — —oo. Vi W lién tuc, mot cyc dai noi tai ton tai
theo dinh 1y gia tri cyc doan trén bat ky khodng compact con nao chita ciic dai.

Diéu kién bac nhat. Tai diém t6i wu noi tai B*, diéu kien dudc néu théa méan bing cach vi
phan.

Tinh duy nhdt dat duge theo gid dinh bd sung rang W (B) la nghiem ngat 16m, diéu nay
théa man khi 1¢i ich hgp lé 14 16m theo B va khéi lugng thu rac 1a 16i theo 1/B—cac gia dinh

tieu chuan trong tai liu ngan chan t6i wu (?). O
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5.2 Luwong héa kha ning chéng Sybil

Co ché dbt cung cap kha nang chdng Sybil von c6 vi mdi danh tinh yéu cau cam két kinh té

thay vi chi cong viéc tinh toan:

Ménh dé 9 (Gi6i han tan cong Sybil). Déi vdi ké tan cong cé ngan sdach B, s6 ligng danh tinh
Sybil toi da bi gidi han bdi:
B

[N ybi
’U7 eg k’ ’Umsg

trong d6 vyeg la phi dang ky danh tinh va k la s6 luong tin nhin ky vong trén méi danh tinh.

Gi6i han nay chitng minh ring cac cudc tan cong Sybil tang tuyén tinh vdi ngan sach ké tan

cong thay vi tai nguyen tinh toan, cung cap cdc dam bao khang cy c¢6 thé dy doan.

5.3 Ngan chin tan cong tai ché phi

Mot can nhic bdo mat quan trong la ngin chan ké tan cong thu hdi quy da dét thong qua kiém
soat khai thac hoidc ha tang xac nhan. Ching t6i gidi quyét van dé nay thong qua dot phi mot

phan:

Dinh nghia 10 (Co ché d6t phi mot phan). Déi vdi méi giao dich cé phi F, mot phan 8 € (0,1]
bi dot trong khi phan con lgi (1 — B)F dugc trd cho cdc thg mé:

Btotal = Bea:plicit + ﬁ - F

trong d6 Begpiicit la lugng dot ré rang va F la phi giao dich.

Tham s6 3 dudc chia sé véi khung chinh sach tién té thich tng trong ?, noi ciing ty lé dot
phi dong thoi hoat dong nhu mot co ché gidm phat cung noi sinh. Cac vai tro chdong thu rac va
tién té do d6 dugc hop nhat vé mat cau tric: mot hing s6 giao thitc don 8 cung cap ci san chi

phi tan cong 16p tng dung va quan 1y cung 16p tien te.

Dinh ly 11 (Khéang cy tai ché phi). Theo co ché dét phi mot phan, ké tan cong kiém sodt phan
p ciia ham bam mang cé thé thu hoi nhieu nhat (1 — B)u chi phi tin cong cia ho, ddm bdo chi

phi tan cong rong van duong doéi vdi p < 3.

Phan tich can bang. Dinh Iy ?? dua ra diéu kien da (u < 3) dé chi phi tan cong rong
van duong. Liéu p can bang trong tro choi khai thac c¢6 théa man diéu kién nay hay khong phu
thudc vao 1gi nhuan tuong doi ciia khai thac so véi giii thu rac. Mot the moé-ké gii thu rac so
sanh lgi nhuan khai thac trung thuc (ty 1é thuan véi p) vé6i 1gi nhuén thu rac (ty 1é thuan véi
khéi Iugng tin nhan, bi gidi han bdi ha tang ké tan cong). Vi khai théc trung thuc tdng theo
u va thu rac thi khong, cac thg mo 16n ¢6 it dong luc gii thu rac hon so v6i cac thg méd nho.
Diéu nay gdi ¥ rang diéu kien p < B tu thie thi trong cac ché do dién hinh déi véi 3 hop ly,
mac dit mot bang chitng hinh thitec doi héi mot dic ta 16 rang vé cdc ham chi phi khai thac va

gui thu rac—duge hoan lai cho cong viéc trong tuong lai.
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5.4 Kha nang phan tng gia khong can oracle

Giao thitc dat dugc su 6n dinh gid ma khong cé oracle bén ngoai bing cach tinh tat ci céc
tham s6 theo don vi tién ma hoéa trong khi cho phép céc thanh vién thi truong diéu chinh lugng

do6t dya trén danh gia gia tri bén ngoai:

Ménh dé 12 (Kha nang phan tng gid). Khi gid bén ngodi ciia tién ma héa tang theo hé sé
v, ngudi dung hop ly sé giam ligng dot cia ho khodng 1/7, duy tri chi phi tinh theo tién phdp
dinh khong doi ma khong thay doi giao thic.

Co ché nay cho phép diéu chinh tir dong déi véi cac thay ddi gid bén ngoai ma khong can
dau vao oracle hoac quyét dinh quan tri. Thuoc tinh khong can oracle 1a yéu cau thiét ké chung
v6i khung tien té thich ing ciia 7; tinh doc dudce ctia chi tieu bdo mat PoW lam cho thiét ké

tién té khong can oracle c6 thé dugce thiét lap trong ?.

6 Phan tich bao mat

6.1 Cac thudc tinh bao mat mat ma hoc
Giao thitc cung cap cac dam bio bio mat mat ma hoc tieu chuan:

Dinh 1y 13 (Bio mat tin nhan). Theo gid dinh Diffie-Hellman Quyét dinh, noi dung tin nhdan
khong thé phan biet vé mat tinh todn vdi ngdu nhién doi vdi cic doi thi khong cé quyén truy

c@p vao khéa riéng tu ciua nguoi gui hodc ngudi nhan.

Dinh Iy 14 (Khong thé phti nhan thanh toan). Theo tinh khong thé gid mao ciia chit kij so,
bing ching thanh todn khong thé bi gid mao bdi cic doi thi khong cé quyén truy cap vao khéa

riéng tu cta ngudi trd tién.

Dinh 1y 15 (Tinh xac thyc danh tinh). Theo tinh khdng va cham cia ham bam va tinh khong
thé gid mao cia chit ky, cdc doi thi khong thé mao danh nguoi ding hop & ma khong c¢é quyén
truy cap vao khoa riéng tu cia ho.

6.2 Bao mat kinh té chéng cac déi thu hop 1y

Chiing toi phan tich bdo mat chéng lai nhitng ké tan cong c6 dong co kinh té:

Dinh ly 16 (Tinh khong c6 1¢i nhuan ctia tan cong thu rac). Déi vdi cdc cudce tan cong thu rac
noi gid tri thu dugc trén moi tin nhdn thanh cong la Vepam va zdc sudt thanh cong la psuccesss

cac cudc tan cong thu rac khong co loi nhuan khi:

Uspam * Psuccess
B> —Mmm——
1—Bu

trong dé 3 la tyj lé dot va p la tyj lé sitic manh khai thdc cia ké tan cong.

Diéu nay cung cap cac giéi han cu thé cho viéc chon tham s6 dé ddm bao bdo mat kinh té.
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6.3 Dam bao bio mat va an danh

Maic dit CashWeb khong cung cap an danh hoan toan (khéa cong khai phuc vu nhu la dinh
danh lién tuc), n6 cung cap mot sd bdo vé bao mat:

Bao mat ndi dung tin nhan: Tit ci cic tin nhin dugec ma héa dau cudi dén dau cudi,
ngan cac may chii chuyén tiép va may cht khéa truy cap noi dung.

Bao mat md hinh truyén théng: May chii chuyén tiép chi thay cic tin nhin dugc mé
hoéa cho ngudi diing dude luu trit ciia ho, gi6i han phan tich luu lugng toan cau.

Tinh khong thé lién két bi danh: Nguoi dimng c6 thé tao ra nhiéu bi danh ma khong
tiét 1o cac két ndi giita ching, cung cip quan 1y danh tinh duge phan ving.

Gidi han bao mat siéu d@ liéu. Bado mat noi dung khong ngu y bado mat siéu dit lidu.
Céc giao dich dét hién thi cong khai trén blockchain; mot méy chi chuyén tiép quan sat ca
blockchain v& Iwu lugng tin nhin dén clia chinh né c6 thé tuong quan thai gian giao dich dét véi
thoi gian dén tin nhén, c6 thé lien két danh tinh ngudi tra tién véi ngusi gii bi danh. Méy chii
khoa ngoai ra hoc duge anh xa tit khéa cong khai sang dia chi may chii chuyén tiép. Hé théng
cung cap bdo mat noi dung va danh tinh ngusi gii bi danh, nhung khong hoan toan khong thé
lien két chéng lai d6i thit méy chii chuyén tiép hoic may chii khoéa thong dong. Ngusi ding yéu
cau dam bao an danh manh hon nén dinh tuyén thong qua mot mixnet hoiic 16p an danh tuong
tu tryc giao v6i giao thitc nay. Day 1a gii han da biét clia thiét ké hién tai; cac thuoc tinh bao

mat manh hon duge dé lai cho cong viéc trong tuong lai.

6.4 Kha niang phuc hoi truéc cac cudc tan cong lién minh
Chiing toi xem xét cac cudc tan cong bdi cic lien minh thanh vién mang doc hai:

Ménh dé 17 (Tinh kha dung méy chii chuyén tiép dudi diéu kien thong dong mot phan). Theo
cic dieu kien: (i) nguoi dung duy tri két noi véi k > 2 mdy chii chuyén tiép dugc chon doc lap,
(1) méi may chii chuyén tiép la doc hai véi xdc suat f < 1/2 doc lap, (i) cic mdy chi doc hai
thd tin nhdn im ling: zdc sudt that bai giao la nhiéu nhat f*, gidm zudng dudi muc tieu & doi
vdi k > log(1/0)/log(1/f).

Cac dam bdo théa thuan Byzantine hinh thic (an toan va hoat dong dudi f < 1/3 nat
Byzantine) dp dung cho mang mdy chi khoa theo cic gid dinh BET tieu chuan (?). Lop chuyén
tiép yéu cau tinh khd dung, khong phdi tinh nhat qudn; giao du thia la di.

Luwu 4 vé do tré mady chi khéa. Dong thuan BFT trén cic mdy chi khéa phan tin dia
lij gay ra do tré khit hoi von c6—thuong la 50-500ms doi vdi tap phan tdn toan cau, vdi nhiéu
vong can thiét dé dat tinh cudi cing. Do dé, dang ki va cap nhat khéa lan truyén qua mang
mdy chi khéa theo thit tu giay. Dieu nay chap nhan dugc cho qudn Iy danh tinh (ddang kij khong
thuwong zuyén) nhung logi tric cic dam bdo thu hoi khéa thoi gian thuc. Mdy chii chuyén tiép
nén dp dung khodng thoi gian an han ngdn trudc khi tin tudng cdc khéa mdi dang ky, va nén

trién khai kiém tra do mdi cia khéa cho cic twong tdc cé gid tri cao hodc lan lien hé dau tién.

Dinh ly 18 (Khang cu lién minh may chi khéa). Mang may chi khéa duy tri tinh khd dung
va nhat quan mién la f < 1/3 mdy chi khéa la trung thuc, st dung cdc kij thudt dung sai 16

Byzantine tiéu chudn.
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7 Can nhic trién khai

7.1 Dinh dang tin nhin giao thicc va API

CashWeb tan dung Protocol Buffers ? dé tuan tu héa tin nhin c6 ciu tric va cac API HTTP
RESTful dé giao tiép mang. Céac dinh dang tin nhin chinh bao gom:
Pang ky danh tinh:

message IdentityRegistration {
bytes public_key = 1;
string relay_address = 2;
Proof0OfPayment proof = 3;
int64 timestamp = 4;

Tin nhin dudc méa héa:

message EncryptedMessage {
bytes sender_key = 1;
bytes recipient_key = 2;
bytes encrypted_content = 3;
Proof0OfPayment burn_proof = 4;
int64 timestamp = 5;

Bing chitng thanh toan:

-~

message Proof(OfPayment

I
[y

bytes transaction_id
bytes signature = 2;
uint64 burn_amount = 3;

bytes commitment_data = 4;

7.2 Kinh té hoc may chii chuyén tiép va Khuyén khich

May chii chuyén tiép phai bén vitng vé mat kinh té trong khi duy tri bdo mat ngusi ding. Mo
hinh kinh té bao gom:
Nguoén doanh thu:

e Phi dang ky tU ngusi dung mdi

e Dich vu cao cip tluy chon (ting dung lugng luu trit, giao wu tien)

e Chia sé phi giao dich (d6i v6i cac may chii chuyén tiép ciing khai thac)
Co cau chi phi:

e Chi phi luu trit cho cac tin nhin duge ma hoa
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e Chi phi bang thong cho viéc giao tin nhin
e Chi phi tinh toan cho x4c minh thanh toén

Dong luc canh tranh: Ngusi diing c6 thé di chuyén gitta cac may chii chuyén tiép bing
cach st dung API tieu chuan, tao ra ap luc thi truong cho gia canh tranh va chat luogng dich

vu.

7.3 Quan ly dét phia client va Trai nghiém ngudi diing

Cac client huéng ngusi ding phai tritu tugng héa sy phiic tap clia quan Iy tién méa hoéa trong
khi duy tri bado mat:
Lua chon lugng dét tu dong: Céc client c6 thé trién khai lya chon lugng dét tu dong

dua trén:
e Uu tién tin nhin (cdc tin nhin khan cip sit dung ty lé dot cao hon)
e Mbi quan he ngudi nhan (d6t cao hon cho 1an lien he dau tien)
e Tic nghén mang (diéu chinh dong dya trén thoi gian giao quan sat dugce)

Tich hop vi: Tich hop lién mach véi cac vi tien ma héa thong qua cac giao dien dudc tieu
chuan héa, hd trg ca kién tric vi giam ho va khong giam ho.

Béao vé bao mat: Phan mém client bao gom céc bién phap bao vé tich hgp chéng phan
tich Iutu Iugng va cac cuodc tan cong thoi gian thong qua xit 1y hang loat tin nhan va do tré ngau

nhién.

7.4 Tich hop véi ha tang hién c6

Giao thitc duge thiét ké dé trién khai tang dan bén canh céc hé théng truyén thong hién co:

Céng Email: Cac tin nhin CashWeb c6 thé duge bac cau t6i/tit email truyén thong thong
qua céc dich vu cong xit Iy cac hoat dong tién ma hoa.

Tich hgp Web: Cac thu vién JavaScript cho phép tich hgp CashWeb triyc tiép trong cac
ting dung web thong qua két ndéi WebSocket.

Hb trg di dong: Cac SDK di dong gbc cung cap cac trién khai tiét kiem pin v6i quan ly
khoéa phtt hgp cho moi truong di dong.

8 M5 hinh méi de doa va Phan tich tan céng

8.1 Tan coéng thu rac va DoS

Tan cong thu rac truc tiép: Cac déi tha cd ging gii khéi lugng 16n tin nhin khong mong
muén. Co ché dét 1am cho cudc tan cong nay ton kém: giti N tin nhan thu rac véi lugng doét
t6i thiéu By, ton it nhat N - B,,;,. Dé thu rac c6 1gi nhuan, ké tan cong phai trich xuat gia
tri V' > By, trén mdi tin nhan thanh cong, diéu nay khé xay ra déi vi hau hét cac danh muc
thu rac.

15



Tan céng kiét siic tai nguyén: Cac dbi thii ¢d ging ap ddo cac may chii chuyén tiép véi
cac yéu cau xtt Iy tin nhan. Yéu cau thanh toan gi6i han khdi lugng tan cong, trong khi cac
méy chit chuyén tiép c6 thé trién khai gisi han téc do bd sung dua trén s tién thanh toan.

Tan cong kiét siic luu tri: Cac déi thii giii cac tin nhin da thanh toan hgp le dé 1ap day
bo nhé may chti chuyén tiép. May chii chuyén tiép c6 thé trién khai cac chinh sach quan 1y luu

trit bao gom x6a tu dong cac tin nhan cfi va cac tang ltu trit cao cap.

8.2 Tan cong kinh té

Téan cong tai ché phi: Cac d6i thi kiém soat ha tang khai thac ¢d ging thu hdi quy da dot
thong qua phi giao dich. Co ché dét phi mot phan (Phan ?7) gidi han viéc thu hoi & (1 — B)u
trong d6 (3 1a ty lé dot va u 1a ty 1é stic manh bam ciia ké tan cong.

Tan cong Sybil: Céac dbi thii tao ra nhi¢u danh tinh gid dé khuéch dai kha nang tan cong.
Mbi danh tinh yéu cau cam két kinh té thong qua phi ding ky, tao ra sy tang tuyén tinh gitta
ngan sach tan cong va kha nang Sybil (Menh dé ?7).

Thao ting thi trudng: Cac déi thii c6 ging thao ting gid tién ma héa dé dnh hudng dén
kinh té hoc dot. Thiét ké khong can oracle lam cho hé théng phan tng véi nhung khong phu

thudc vao thao ting gid bén ngoai.

8.3 Tan coéng ha tang

Kiém duyét may chti chuyén tiép: Cac may chii chuyén tiép doc hai tir chdi giao tin nhin
tit nhitng ngudi giii cu thé. Ngusi diing cé thé phat hien kiém duyét thong qua xac nhan giao
va di chuyén sang cac may cht chuyén tiép thay thé.

Thao ting may cht khéa: Cac dbi thi c6 gang xuat ban thong tin danh tinh gid. Cac
yéu cau chit ky mat ma hoc ngan chan mao danh, trong khi mang méy chii khéa phan tan cung
cap kha nang phuc hoi chong lai viec xam pham may cht don 1é.

Phan viing mang: Cac ddi thi c6 gang co lap ngudi dung hofic may chtt khéi mang rong
hon. Kién tric lién két cung cap nhiéu duong truyén thong, trong khi mang tién ma héa cung

cAp mot co ché diéu phdi toan cau.

8.4 Téan cong bao mat

Phan tich luu lugng: Céac déi thi theo doi luu lugng mang dé suy ra cidc mo hinh truyén
thong. Ma héa dau cudi dén dau cudi bdo vé noi dung tin nhin, trong khi céc client c6 thé si
dung dinh tuyén hanh ct hodc cac ki thuat tuong tu dé bao vé them.

Tan cong thsi gian: Cac dbi thii tuong quan thoi gian giii va nhan tin nhin dé xac dinh
cac moi quan hé truyén thong. Céc client c¢6 thé trién khai do tré ngdu nhién va xit Iy hang loat
tin nhén dé gidm tuwong quan thoi gian.

Phan tich thanh toan: Cac déi thii phan tich céc giao dich blockchain dé lien két céc
khoan thanh toan véi tin nhan. Viéc st dung cac dia chi méi cho mdi giao dich dét va tron giao

dich phit hgp cé thé cung cap bédo mat them.
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9 Danh gia va Thao luan
9.1 Két qua phan tich 1y thuyét

Phan tich 1y thuyét cia ching toi chitng minh maot s6 thuoc tinh chinh:

Kha nang md rong khang thu rac: Chi phi clia cidc cuoc tan cong thu rac ting tuyén
tinh v6i khéi lugng tan cong, cung cap cac dam bao bao vé c6 thé du doan. Déi véi t¥ le dét
t6i thiéu By, = $0.01 mdi tin nhin, gt 1 tricu tin nhan thu rac ton it nhat $10.000, ngoai chi
phi van hanh.

Kha nang tiép can ngudi diing hop 18: Déi véi cac ty lé dét trong khoang $0.01 - $0.10
mdi tin nhan, rao can kinh té van tdi thiéu cho ngusi dung hgp lé (tuong duong véi chi phi
nhan tin SMS) trong khi cung cip sy ngan chin thu rac dang ké.

Lgi ich hiéu ng mang: Khi viéc ap dung mang ting, gia tri clia nhan tin hgp lé ting
nhanh hon hiéu qua tan cong thu rac, tao ra phan hdi tich cuc cho sy phat trién he théng.

9.2 So sanh véi cac hé théng hién cé

Bang ?? so sanh CashWeb vdi cac phuong phap chéng thu rac va nhan tin hién co:

Hé thong Phi tap trung | Chong thu rac | Bdo mat | Khi ning md rong
Email (SMTP) Mot phan Kém Kém Cao
Hashcash Co Trung binh To6t Kém
Matrix Mot phan Kém To6t Trung binh
Signal Khong Tot Xuat sic Trung binh
CashWeb Co To6t To6t Cao

Bang 1: So sdnh cac hé théng nhan tin theo cac thudc tinh chinh

9.3 Kinh nghiém trién khai

Mang x4 hoi Stamp cung cap kinh nghiém trién khai ban dau véi cac khai niem CashWeb. Dic
ta4 giao thitc trong bai bao nay 1a sy hoan thién hinh thic clia mot kién tric ma cac co ché cot
16i ctia n6—ddt-dé-néi, chuyen tiép lien két, danh tinh méy chti khéa—da duge tao mau trong
Stamp. Céc quan sat trién khai bao gom:

Su chap nhan ctia ngudi dung: Ngudi ding thich nghi véi nhin tin dya trén dét ma
khong c6 ma sat dang ké khi lugng dét van dusi khodng $0.05 mdi tin nhin. Cac lugng cao hon
tao ra sy do dit dang cht y cho giao tiép thong thuong.

Giam thu rac: Cac yéu cau dot ngan chin hieu qua thu rac tuy dong; chi phi kinh té trén
mdi tin nhian dua ra mot mitc san vigt qué 1gi nhuan k¥ vong cho cac chién dich thu rac dién
hinh. Do ludng hé théng trén mot trién khai sdn xuat quy mo 16n duge hoan lai cho cong viéc
thuc nghiém trong tuong lai.

Chi phi ha tang: Tiéu thu tai nguyén may chii chuyén tiép mé rong xap xi tuyén tinh véi
s6 lugng nguoi dung trong thit nghiém ban dau. X4c minh bang ching thanh toan thém chi
phi tinh toan khiém tén vao dinh tuyén tin nhan co ban—duge chi phdi béi tra citu trang thai

blockchain thay vi xac minh mat ma hoc.
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Nhitng quan sat nay la khong chinh thic va tit mot trién khai quy mo nhé. Ho xac nhan
phuong phap 13 kha thi nhung khong thay thé cho danh gia hiéu suat nghiém ngit & quy mo.

9.4 Giéi han va Danh déi

Phuong phap CashWeb lien quan dén mot s6 danh doi von co:

Rao can kinh té: Mic du lugng dét 1a t6i thiéu cho ngusi ding hop 1é, ho c6 thé tao ra
rao can cho ngudi diing & cac vimng bi bat Igi vé kinh té. Cong viéc trong tuong lai c6 thé kham
pha ty 1é dét truot thang hodc cac co ché bang chiing gia tri thay thé.

Phu thudc tién ma héa: He théng yeu cau quyen truy cap vao cadc mang tién mé hoa,
diéu nay c6 thé gisi han viec 4p dung & cac ving cé quyen truy cap bi han ché hoiic trong s6
ngudi diing khong thoai mai véi tien ma hoa.

Do phic tap khéi phuc: Cac tinh huéng mat khoéa yéu cau cac quy trinh khoi phuc phitc
tap hon so véi cac he thong tap trung truyén théng, co thé tao ra cac thach thic vé kha nang

st dung cho ngudi dung khong chuyén ky thuat.

9.5 M4 rong va Ung dung trong tuong lai

Giao thitc CashWeb cung cap nén tang cho nhiéu mé rong:

Hé théng danh tiéng: Diém danh tiéng ngusi diing dua trén phan hoi tin nhin nhan duge
c6 thé cho phép diéu chinh ty lé d6t dong va loc thu rac cai thien.

Thi trudong noéi dung: Co ché dbt c6 thé md rong dén cac khoan thanh todn vi mo noi
dung, cho phép cac mo hinh kinh té mdi cho viéc chia sé thong tin va phan phdéi phuong tién.

Truyen théng IoT: Truyén thong may-véi-méy véi thanh toan tu dong co thé cho phép
cac ting dung Internet of Things méi noi cac thiét bi tra tién cho bang thong va tai nguyéen xit
1.

Mang xa héi phi tap trung: He thong xuat ban-dang ky cung cap ha tang cho céc nén

tdng mang x4 hoi phi tap trung hoan toan véi sy phit hop khuyén khich kinh té.

10 Két luan

Chiing t6i da trinh bay CashWeb, mot bo giao thitc toan dién gidi quyét cdc van dé khuyén
khich kinh té co ban thic day tap trung héa trong cac hé théng truyén thong internet. Thong
qua dic ta hinh thic clia cic co ché chéng thu rac dot-dé-noi, thiét ké ha tang lien két va phan
tich bao mat kinh té, ching toi chiing minh ring tich hgp tién ma héa c6 thé khoi phuc tam
nhin ban dau vé giao tiép internet phi tap trung trong khi cung cap kha ning chéng thu rac
vugt troi so v6i cac phuong phap hién 6.

St nhan manh ctia giao thitc vio cac co ché chéng thu rac kinh té thay vi tinh toan hoac
quy dinh cung cAp mot s6 1oi thé: dAm bao béo vé c¢6 thé du doan, kha ning mé rong dén trién
khai toan cau va kha nang chdéng lai cac cudc chay dua vii trang cong nghé Anh hudng dén cac
phuong phép tinh toan. Kinh nghiém trién khai v6i mang xa hoi Stamp xac nhan tinh kha thi
thiic té ctia phuong phép.
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Cong viéc trong tuong lai nén tap trung vao viéc giadm rao can kinh té cho ngusi ding bi
bat 1gi, cai thien kha nang st dung quéan 1y khéa va kham pha cac ting dung ngoai nhan tin cho
cac van dé truyén thong va diéu phéi khac chiu ap lyc tap trung héa tuong t.

Muc tiéu cudi ciing ctia CashWeb khong chi don thuan 13 doi méi ki thuat, ma 1a khoi phuc
chii quyén ngudi ding doi véi giao tiép ki thuat s6—cho phép quay tré lai cac nguyén tic sang
lap ciia internet vé phi tap trung va trao quyén cho ngudi diing trong khi gidi quyét cac thuc

té kinh té thic day sy tap trung héa ban dau.
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